5541 55 4 1) moE R Vol.41 No.4
2020 %4 H Journal on Communications April 2020

BT RUBE BN BY K R UM 4R Th RE BN AT #6770

THE, #HLA, KM, LR, Sk
5 B TRERAA A5 BE AW, W A 450002)

W B RS ETRINEE NGB SGE RSN AT N2 . ERRE. TR RS iR
TER I R A, BT i UG B 1) DB 2 40 9 25 Th B sh AT 7 vk TR iSO 5 B AL S R 1K DG i o
W& IHRERATIERS, LI  s g: 45 6 S SO R R e, Sl 52 Boa 1 SC B R 10l 45 Th RE R AT fil &
AR, (RN U158 5 B AR TR ) S e R 0L 0 288 T e kA7 s AT RS s SRS i in AR R HE P I 2 J8 1k
WA R BSTR H RS 4%, DB G R K. SRS R, B VA e IR BIM I f 5
Bt RIS O N, HATEARR N SO AR ST, W IN AR T I 5 R T REAE AT K )
KRR IRSThEREE; MWK DIRE: MEELBGE: Zh&ITHE: 2RI Ay

PESES: TP393

SCERFRIRAD: A

doi: 10.11959/j.issn.1000—-436x.2020063

Dynamic migration method of key virtual network
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Abstract: Aiming at the problems that traditional dynamic migration methods have many migration nodes, high migra-
tion frequency, and long service function chain (SFC) link path after migration when dealing with side channel attack, a
dynamic migration method of critical virtual network function (VNF) based on risk awareness was proposed. In order to
reduce the number of migrated nodes, only the key VNF with private information was migrated. Combined with the side
channel attack detection system, the triggering migration was performed on the critical VNF which were under attack,
and the key VNF was also periodically migrated according to the side channel information leakage model. Finally, a mul-
ti-attribute node sorting method base on the technique for order preference by similarity to ideal solution was used to se-
lect the migration destination server to avoid the path being too long after migration. Experiments show that the proposed
method has a lower number of migration nodes and migration frequency when achieving the same side channel attack
defense performance, and effectively avoids the problem that the SFC path is too long after migration.
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